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Purpose of the policy
Heart of England Community Foundation (HoECF) needs to gather and use certain
information about individuals. These can include employees, volunteers, contractors, service
providers, individuals linked to grant applicants and grant recipients, individuals linked to
potential grant applicants, donors, potential donors, supporters, ambassadors and other
stakeholders. This list is not exhaustive.
This policy describes how personal data must be collected, handled and stored to meet the
charities data protection standards — and to comply with the privacy and data protection
laws including:
a) The General Data Protection Regulation (the GDPR) and any related legislation which
applies in the UK, including any legislation derived form the Data Protection Bill 2017;
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b) The Privacy and Electronic Communications Regulations (2003) and any successor or
related legislation, including E-Privacy Regulation 2017/0003;
c) All other applicable laws and regulations relating to the processing of personal data
and privacy, including the guidance and codes of practice issued by the Information
Commissioner’s Officer (ICO) and the Fundraising Regulator.
This policy exists to ensure that HoECF:
a)
b)
c)
d)

Complies with the legislation listed above and follows good practice
Protects the rights of all individuals where we process their personal data
Is open about how it stores and processes individuals’ data
Protects itself and individuals where we process their personal data from the risks of a
data breach.

This policy is supported by the Privacy Notice that sets out how we process data on
individuals.
This policy covers all types of personal data relating to the categories of individuals listed
above. The Operations Manager is the Data Protection Officer at HoECF and is responsible
for ensuring compliance with the GDPR and with this policy. Any questions or concerns
about this policy should be referred in the first instance to the Data Protection Officer.
Anyone who handles personal data on behalf of HoECF including employees and volunteers,
must comply with this policy. Any breach of this policy will be taken seriously and may result
in disciplinary action or more serious sanctions.

Scope
This policy applies to:
a)
b)
c)
d)

The head office of HoECF
All branches of HoECF, including Community Matters
All staff and volunteers of HoECF, including trustees
All contractors, suppliers and other people working on behalf of HoECF.

It applies to all personal data and sensitive personal data as defined in Section 4 below.
Further guidance on how to identify what is personal data and examples of personal data and
sensitive personal data are provided in Appendix A.

Responsibilities
The key areas of responsibility are as follows:
The Board of Trustees is ultimately responsible for ensuring that Heart of England
Community Foundation meets its legal obligations.
The Data Protection Officer is responsible for:
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a) Keeping the CEO and board updated about data protection responsibilities, risks and
issues
b) Reviewing all data protection procedures and related policies, in line with an agreed
schedule
c) Arranging data protection training and advice for the people covered by this policy.
d) Handling data protection questions from staff and anyone else covered by this policy
e) Dealing with requests from individuals to see the data Heart of England Community
Foundation holds about them (also called ‘subject access requests’)
f) Checking and approving any contracts or agreements with third parties that may
handle the company’s sensitive data. Ensuring all systems, services and equipment
used for storing data meet acceptable security standards
g) Instructing regular checks and scans to ensure security hardware and software is
functioning properly
h) Evaluating any third-party services the company is considering using to store or
process data. For instance, cloud computing services. Approving any data protection
statements attached to communications such as emails and letters.
i) Addressing any data protection queries from journalists or media outlets like
newspapers
j) Where necessary, working with other staff to ensure marketing initiatives abide by
data protection principles.

Definitions of data protection terms
The following terms will be used in this policy and are defined below:
Data Subjects include all living individuals about whom we hold personal data, for instance an
employee or donor. A data subject need not be a UK national or resident. All data subjects
have legal rights in relation to their personal data.
Personal Data means any information relating to a living person who can be identified
directly or indirectly from that information (or from that information and other information in
our possession). Personal data can be factual (such as a name, address or date of birth) or it
can be an opinion (such as a performance appraisal). It can also include an identifier such as
an identification number, location data, an online identifier specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that person.
Sensitive Personal Data (which is defined as “special categories or personal data” under the
GDOR) includes information about a person’s:
a)
b)
c)
d)
e)
f)
g)

Racial or ethnic origin
Political opinions
Religious, philosophical or similar beliefs
Trade union membership
Physical or mental health condition
Sexual life or orientation
Genetic data
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h) Biometric data.
Data Controllers are the people who, or organisations which, decide the purposes and the
means for which, any personal data is processed. They have a responsibility to process
personal data in compliance with the Legislation above. HoECF is the data controller of all
personal data that we manage in connection with our work and activities.
Data Processors include any person who processes personal data on behalf of a data
controller. Employees of data controllers are excluded from this definition but it could include
other organisations such as website hosts, fulfilment houses or other service providers which
handle personal data on our behalf.
European Economic Area includes all countries in the European Union as well as Norway,
Iceland and Liechtenstein.
ICO means Information Commissioner’s Officer (the authority which oversees data
protection regulation in the UK)
Processing is any activity that involved use of personal data, whether or not by automated
means. It includes:
a)
b)
c)
d)
e)
f)
g)
h)
i)
j)
k)
l)
m)

Collecting
Recording
Organising
Structuring
Storing
Adapting or altering
Retrieving
Disclosing by transmission
Disseminating or otherwise making available
Alignment or combination
Restricting
Erasing
Destruction.

Data Protection Principles
Any one processing personal data must comply with the six data protection principles set out
in the GDPR. We are required to comply with these principles and show that we comply, in
respect of any personal data that we deal with as a data controller.

Personal data should be:
a) Processed fairly, lawfully and transparently
b) Collected for specified, explicit and legitimate purposes and not further processed in a
way which is incompatible with those purposes
c) Adequate, relevant and limited to what is necessary for the purpose for which it is
held
Page 4 of 20

d) Accurate and, where necessary, kept up to date
e) Not kept longer than necessary
f) Processed in a manner that ensures appropriate security of the personal data.

Processing data fairly and lawfully
The first data protection principle requires that personal data is obtained fairly and lawfully
and processed for purposes that the data subject has been told about. Processing will only be
lawful if certain conditions can be satisfied, including where the data subject has given
consent or where the processing is necessary for one or more specified reasons, such as
where is it necessary for the performance of a contract or where the charity has a legitimate
interest in processing that data.
To comply with this principle, every time we receive personal data about a person directly
from that individual, which we intend to keep, we will provide that person with “the fair
processing information”. In other words, we will tell them:
a) The type of information we will be collecting (categories of personal data concerned)
b) Who will be holding their information, i.e. Heart of England Community Foundation
including our contact details, and the contact details of our Data Protection Officer
c) Why we are collecting their information and what we intend to do with it, for instance
to process donations or send them mailing updates about our activities
d) The legal basis for collecting their information (for example, because they have given
their consent or because we have a legitimate interest)
e) If we are relying on legitimate interests as a basis for processing, what those
legitimate interests are
f) Whether the provision of their personal data is part of a statutory or contractual
obligation and details of the consequences of the data subject not proving that data
g) The period for which their personal data will be stored or, where that is not possible,
the criteria that will be used to decide that period
h) Details of people or organisations with whom we will be sharing their personal data
i) If relevant, the fact that we will be transferring their personal data outside the EEA
and details of relevant safeguards
j) The existence of any automated decision-making, including profiling in relation to that
personal data.
Where we obtain personal data about a person from a source other that the person his or her
self, we must provide that individual with the following information in addition to that listed
above:
a) Categories of personal data that we hold
b) The source of the personal data and whether this is a public source.
In addition, in both scenarios (where personal data is obtained both directly and indirectly),
we must also inform individuals of their rights, including the right to lodge a complaint with
the ICO, and the right to withdraw consent to the processing of their personal data.
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This fair processing information can be provided in a number of places including on web
pages, in mailings or on applications forms. We must ensure that the fair processing
information is concise, transparent, intelligible and easily accessible.

Processing data for the original purpose
The second data protection principle requires that personal data is only processed for the
specific, explicit and legitimate purposes that the individual was told about when we first
obtained their information.
This means that we should not collect personal data for one purpose and then use it for
another. If it becomes necessary to process a person’s information for a new purpose, the
individual should be informed of the new purpose beforehand. For example, if we collect
personal data such as a contact number or email address, in order to update a person about
our activities, it should not the be used for any new purpose, for example, to share with other
organisations for marketing purposes, without first getting the individual’s consent.

Personal data should be adequate and accurate
The third and fourth data protection principles require that personal data that we keep
should be accurate, adequate and relevant. Data should be limited to what is necessary in
relation to the purposes for which it is processed. Inaccurate or out-of-date data should be
destroyed securely and we must take every reasonable step to ensure that personal data
which is inaccurate is corrected.

Not retaining data longer that is necessary
The fifth data protection principle requires that we should not keep personal data for longer
than we need to for the purpose it was collected for. This means that the personal data that
we hold should be destroyed or erased from our systems when it is no longer needed. If you
think that we are holding out-of-date data or inaccurate personal data, please contact the
Data Protection Officer.
See Appendix B for details of retention periods relating to specific types of data, including
statutory retention periods.
Data collected as part of the Community Matters project, part of the Building Better
Opportunities programme funded by the Big Lottery Fund and European Social Fund will be
retained in line with ESF rules as summarised in Appendix C.
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Rights of individuals under the GDPR
The GDPR gives people rights in relation to how organisations process their personal data.
Everyone who holds personal data on behalf of HoECF need to be aware of these rights.
They include the right:
a) To request a copy of any personal data that we hold about them (as data controller),
as well as a description of the type of information that we are processing, the uses
that are being made of the information, details of anyone to whom their personal data
has been disclosed, and how long the data will be stored (known as subject access
rights)
b) To be told, where any information is not collected from the person directly, any
available information as to the source of the information
c) To be told of the existence of automated decision-making
d) To object to the processing of data where the processing is based on either the
conditions of public interest or legitimate interests
e) To have all personal data erased (the right to be forgotten) unless certain limited
conditions apply
f) To restrict processing where the individual has objected to the processing
g) To have inaccurate data amended or destroyed
h) To prevent processing that is likely to cause unwarranted substantial damage or to
distress to themselves or anyone else.

Data security
The sixth data protection principle requires that we keep secure any personal data that we
hold.
This section details the procedures we have in place to ensure that personal data is held
securely including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational measure.
When we are dealing with sensitive personal data, more rigorous security measures are used.
The majority of the personal data and sensitive personal data used by HoECF is held:
•
•
•
•

Salesforce – web-based record management system
Evolutive – web-based record management system
Shared Drive
In paper files held at the Coventry office and the Dudley office.

The procedures we have in place for the protection of data held in these locations include:
•
•

Both Salesforce and Evolutive require each individual user to have a username and
password
Permissions within Salesforce and Evolutive are restricted based on the requirements
for each individual employee in relation to their job role
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•

•
•
•
•
•
•
•
•

•

Each employee is required to have a username and password to log in to their work
computer account, employees are required to change these passwords on a regular
basis
Individuals cannot access our Shared Drive without an employee account with a
username and password
Permissions within the Shared Drive are restricted based on the requirements for
each individual employee in relation to their job role
Our Shared Drive is backed up remotely, ensuring that we will be able to retrieve the
data held if our servers were not available
The data on Salesforce and Evolutive is held remotely and not dependent on the
charity’s servers
Sage
All servers and computers are protected by approved security software and a firewall
Paper files containing personal data and sensitive personal data are kept in locked
cupboards or drawers
Paper files may be stored securely in an offsite location owned and managed by a
third party. HoECF will ensure that data held in these locations is only accessible to
HoECF employees and appropriately security vetted employees of the third party.
HoECF will also ensure that files are accessible at short notice if required, for example
when an audit is taking place.
Personal data should not be transferred by email unless strictly necessary. If personal
data is transferred by email, it needs to be adequately protected such as an encrypted
attachment.

Additional specific procedures relating to the Community Matters project, part of the
Building Better Opportunities programme funded by the Big Lottery Fund and European
Social Fund:
•

•

Any personal data or sensitive personal data that is transferred to HoECF from
partner organisations needs to either be delivered by hand by an employee of the
partner to an employee of HoECF (it should not be put through the letter box or to an
employee of Summit House) or saved securely on One Drive.
Any personal data or sensitive personal data that is transferred from HoECF to the
Big Lottery Fund needs to either be shown to a duly authorised employee of the Big
Lottery Fund or uploaded securely through the Kiteworks system.

When working from the office, all employees are required to:
•
•
•
•
•
•
•
•

Ensure that individual monitors do not show confidential information to passers-by
Ensure any conversations that include discussion of personal data are held in a private
location such as a meeting room
Either lock their screen or log off from their computer when it is left unattended
Set a passcode for any work mobile phones
Clear their desk of any confidential paperwork if they are leaving their desk
unattended
Keep all confidential information held in paper format in locked desk drawers or
cupboards
Ensure that any lockable office doors are kept locked if the office is unattended
Lock away any removable storage devices (such as Memory Sticks) when not in use or
left unattended.
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When working away from the office, all employees are required to:
•
•
•

Ensure that laptops and mobile phones are with them at all times, for example they
should not be left in a car during meetings or overnight
Keep removable storage devices with them at all times
Try not to take any paper copies of confidential information out of the office unless
strictly necessary, or if necessary to ensure these documents are with them at all
times.

Transferring data outside the EEA
GDPR requires that when organisations transfer personal data outside the EEA that they take
steps to ensure that the data is properly protected.
The European Commission has determined that certain countries provide an adequate data
protection regime. These countries currently include Andorra, Argentina, Canada, Guernsey,
Isle of Man, Israel, New Zealand, Switzerland, Faroe Islands, Jersey and Uruguay, but this list
may be updated. As such personal data may be transferred to people or organisations in
these countries without the need to take additional steps beyond those you would take when
sharing personal data with any other organisation. In transferring personal data to other
countries outside the EEA (which are not on this approved list), it will be necessary to enter
into an EC-approved agreement, seek the explicit consent of the individual, or rely on one of
the other derogations under the GDPR that apply to the transfer of personal data outside the
EEA.
The EU-US Privacy Shield is an instrument that can be used as a legal basis for transferring
personal data to organisations in the US, although specific advice should be sought from the
Data Protection Officer before transferring personal data to organisations in the US.
Through the use of Salesforce, it may be that some personal data is transferred to the US.
Working with UKCF who hold the agreement with Salesforce on behalf of a number of
community foundations, HoECF has ensured that appropriate security procedures are in
place to protect this data. For more information, please speak to the Data Protection Officer.
For the purposes of clarity, no personal data or sensitive personal data processed for the
Community Matters project will be transferred outside the EEA.

Processing sensitive personal data
On some occasions we may collect information about individual that is defined by the GDPR
as special categories of personal data and special rules apply to the processing of this data. In
this policy we refer to “special categories of personal data” as “sensitive personal data”. The
categories of sensitive personal data are set out above.

Page 9 of 20

Purely financial information is not technically defined as sensitive personal data by the GDPR.
However, particular care should be taken when processing such data, as the ICO will treat a
breach relating to financial data very seriously.
In most cases, in order to process sensitive personal data, we must obtain explicit consent
form the individuals involved. As with any other type of information we will also have to be
absolutely clear with people about how we are going to use their information.
It is not always necessary to obtain explicit consent. There are a limited number of other
circumstances in which the GDPR permits organisations to process sensitive personal data. If
you are concerned that you are processing sensitive personal data and are not able to obtain
explicit consent for the processing, please speak to the Data Protection Officer.

Notification
We recognise that while there is no obligation for us to make an annual notification to the
ICO under the GDPR, we will consult with the UCO where necessary when we are carrying
out “high risk” processing.
We will report breaches (other than those which are unlikely to be a risk to individuals) to the
ICO where necessary, within 72 hours. We will also notify affected individuals where the
breach is likely to result in a high risk to the rights and freedoms of these individuals.
All employees are required to notify the Data Protection Officer and the CEO of any
potential data breaches at the earliest possible opportunity regardless of their severity. This
could include for example and email being sent to a contact list using cc instead of bcc (where
recipients can see the email addresses of all other recipients) or the loss of work mobile
phone or laptop.
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Appendix A
(from ‘Determining what is personal data – quick reference guide’ www.ico.org.uk/media/fororganisations/documents/1549/determining_what_is_personal_data_quick_reference_guide.pdf)

Is the information ‘personal data’ under GDPR?
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Examples of personal data:
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Name
Date of birth
Personal phone number
Personal email address
Personal postal address
Job title and employer
Business phone number
Business email address
Business postal address
Details of volunteer, trustee or director roles
Details of Facebook page
Twitter handle (username)
Details of LinkedIn page
Bank account number and/or sort code.

Examples of sensitive personal data:
a)
b)
c)
d)
e)
f)
g)
h)

Racial or ethnic origin
Political opinions
Religious, philosophical or similar beliefs
Trade union membership
Physical or mental health condition
Sexual life or orientation
Genetic data
Biometric data.
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Appendix B
Statutory Retention Periods
Record

Statutory Retention Period

Accident books, accident records/reports

3 years from the date of the last entry (or, if the accident
involves a child/ young adult, then until that person
reaches the age of 21). (See below for accidents
involving chemicals or asbestos)

Accounting records

3 years for private companies, 6 years for public limited
companies

Income tax and NI returns, income tax records
and correspondence with HMRC

Not less than 3 years after the end of the financial year
to which they relate

Records relating to children and young adults

Until the child/young adult reaches the age of 21

Retirement Benefits Schemes – records of
notifiable events, for example, relating to
incapacity

6 years from the end of the scheme year in which the
event took place

Statutory Maternity Pay records, calculations,
certificates (Mat B1s) or other medical
evidence

3 years after the end of the tax year in which the
maternity period ends

Wage/salary records (also overtime, bonuses,
expenses)

6 years

National minimum wage records

3 years after the end of the pay reference period
following the one that the records cover

Records relating to working time

2 years from date on which they were made

Other Retention Periods
These retention periods are subject to variation:
Record

Recommended Retention Period

Application forms and interview notes (for
unsuccessful candidates)

1 year

Assessments under health and safety regulations
and records of consultations with safety
representatives and committees

Permanently
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Inland Revenue/HMRC approvals

Permanently

Money purchase details

6 years after transfer or value taken

Parental leave

5 years from birth/adoption of the child or 18 years if
the child receives a disability allowance

Pension scheme investment policies

12 years from the ending of any benefit payable under
the policy

Pensioners’ records

12 years after benefit ceases

Personnel files and training records (including
disciplinary records and working time records)

6 years after employment ceases

Redundancy details, calculations of payments,
refunds, notification to the Secretary of State

6 years from the date of redundancy

Senior executives’ records (that is, those on a
senior management team or their equivalents)

Permanently for historical purposes

Statutory Sick Pay records, calculations,
certificates, self-certificates

The Statutory Sick Pay (Maintenance of Records)
(Revocation) Regulations 2014 (SI 2014/55) abolished
the former obligation on employers to keep these
records. Although there is no longer a specific statutory
retention period, employers still have to keep sickness
records to best suit their business needs. It is advisable
to keep records for at least 3 months after the end of
the period of sick leave in case of a disability
discrimination claim. However if there were to be a
contractual claim for breach of an employment contract
it may be safer to keep records for 6 years after the
employment ceases.

Fund holder agreements

6 years from the date the agreement ends.

Board minutes, committee meeting minutes

Permanent

Panel meeting minutes

Permanent

Grant applications

Permanent

Details of grant recipients and grant agreements

Permanent

Details relating to donations

6 years
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Appendix C
Taken from Guidance on Document Retention, including Electronic Data Exchange, for 2014-20 Projects at
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/591617/ESF_Guidance_on_document_r
etention.pdf (as at 19th January 2018).
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Last Amended: January 2018
Last Approved:
Next Review: January 2019
Amended: Re-write to incorporate GDPR requirements.
Amendments:
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